NudpopmanoHHas namMATKA

10 UCNOJIb30BAHUIO
opuuHATBHBIX
NurepHeT-pecypcos

C KaXXJIbIM TO0JA0M HACCJICHUA, a4 HMCHHO, MOJIOACKMW U IMKOJbHHUKOB B HWHTCPHCTC
CTaHOBUTCAA 60J'II>HI€, OHH OJHHM H3 CaMbIX AaKTHUBHBIX MOJIb30BaTeNeH PYHeTa. Me>1<z[y TCM,
IIOMHMO OI'POMHOI'0 KOJIMYCCTBA BOBMO)KHOCTGI\/’I, HHTCPHCT HCCCT U HpO6J’I€MBI. OTa maMsaTKa
JOJI2KHA IIOMO4Yb BaM 0e301acHo HaXoOAUTHCA B CCTU.

KomnbrorepHbie BUPYChI

KommnbrotepHblil BUPYC - 3TO pa3HOBHIHOCTb KOMIIBIOTEPHBIX IPOrpaMM, OTINYUTEIBHON
O0COOEHHOCTBIO KOTOPOHM SIBIISIETCSI CHOCOOHOCTh K pPa3sMHOXEHHIO. B nomosnHeHune k 3TOMYy,
BHPYCHI MOTYT TIOBPEIUTH WIIH TOJIHOCTBIO YHUUTOXUTH BCe (Dailiibl U JaHHBIE, TOJIKOHTPOJIBHBIE
MOJIb30BATEN0, OT MMEHM KOTOpOro ObUla 3amylleHa 3apak€éHHas mporpamma, a TaKke
HOBPEAUTh WM Ja)K€ YHHUYTOXHUTh ONEPALMOHHYIO CUCTEMY cO BceMu ¢aiilaMu B neiaoMm. B
OOJIBITMHCTBE CITyYaeB PACIPOCTPAHSIOTCS BUPYCHI Ye€pe3 HHTEPHET.

MeToasbl 321U THI OT BPEAOHOCHBIX POrPAMM:

1. Mcnonb3yil COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIIUE CEPbE3HBIH YpOBEHb
3aILUTHI OT BPELOHOCHBIX IPOIPaMM;

2. IlocrossHHO ycTaHaBiaMBail nmaytu (UUQPOBbIE 3aIUIATKH, KOTOPbIE aBTOMAaTHYECKU
YCTaHABJIMBAIOTCS C LEJIbIO JOPA0TKHU MIPOrpaMMbl) U Apyrue oOHOBJIEHUS CBOEW ONEepaliOHHON
cucreMbl. CkaunBail X TONBKO ¢ opuuuanbHoro caifta pazpadoruunka OC. Ecnu cymecTtByer
PEXHM aBTOMaTHYECKOI0 OOHOBJIEHMSI, BKIIIOUH €T0;

3. Paboraii Ha cBO€M KOMIIBIOTEpE IO MpPaBaMM I0JIb30BATENs, a HE aJMHHHCTPATOpA.
OTO HEe MO03BOJIUT OONBIIMHCTBY BPEJOHOCHBIX IPOrpaMM MHCTAJLIMPOBAThCS Ha TBOEM
IIEPCOHAIILHOM KOMITIBIOTEPE;

4. Vicnonp3yil aHTUBHUPYCHBIE IPOTPAMMHBIE MPOAYKThl M3BECTHBIX MPOU3BOJUTEINIEH, C
aBTOMAaTHYECKUM OOHOBIJIEHUEM 0a3;

5. Orpaanyb GU3NIECKHIA JOCTYI K KOMIOBIOTEPY A IOCTOPOHHUX JIHII;

6. Mcnonp3yil BHEIIHNE HOCUTENU MH(OpMaLMU, Takue Kak (iemka, Tuck win dain u3
MHTEPHETA, TOJIbKO U3 NMPO(EepeHHBIX HCTOUHUKOB;

7. He oTKpbIBaii KOMIIbIOTEPHBIE (ailsibl, MOTydYeHHBIE U3 HEHAAEKHBIX HCTOYHUKOB. Jlaxke
Te (ailyibl, KOTOpbIE MPUCIIAT TBOM 3HAKOMbIH. JIyuIlle yTouHM y HEro, OTHpPaBJIIsl JIU OH Te0e UX.

Cetu WI-FI

Wi-Fi - 370 He BUJ Niepeiaun JaHHBIX, HE TEXHOJIOTHSI, @ BCETO JIMIIb OpeHn, Mapka. Emie B
1991 romy Huaepmanickas kKommnanus 3apeructpupoBana Openn «WECAy, duro o0o3Hauano
cioBocoueranune « Wireless Fidelity», koTopblif mepeBoaUTCS Kak «0€CTIPOBOAHAS TOUHOCTHY.




Jlo Hamero BpeMeHU Joluia Jpyras abOpeBuarypa, KOTOpasl SIBISIETCS TaKOW Ke

TexHonorueit. Ito abOpeuarypa « Wi-Fi». Takoe HazBaHue ObLIO TaHO C HAMEKOM Ha CTaHIAPT
BbICIIMI 3ByKoBOM TexHUKHU Hi-F1, 4T0o B mepeBojie 03HauaeT «BbICOKAsk TOUHOCTh.

Jla, OecruiaTHBI MHTEPHET-AOCTYN B Kade, OTENsIX M a’poropTax SBISETCS OTIMYHOU
BO3MO’KHOCTBIO BBIX0/1a B HHTepHET. Ho MHOTHE 3KCIepThl cCUnTaroT, yTo odmienocrynasie Wi-Fi
CETH He SIBIISIIOTCS 0€30IaCHBIMM.

Cogetbl 10 0e30nacHocTu padore B 001e0cTYNHbIX ceTax Wi-fi:

1. He mepenaBaii cBoro nu4yHyr0 HHpopmaruio uepes3 obOmieaoctynueie Wi-Fi ceTu.
PaGoras B HUX, jKelaTeIbHO HE BBOJUTH MAPOJIM JOCTYIA, JIOTMHBI U KaKHE-TO HOMEpa;

2. Ucnonw3yit © OOHOBIIANA aHTHUBHUPYCHBIE MPOTpaMMbl B OpaHamaysp. Tem caMbiM ThI
o0e3onacuilb ce0s OT 3aKaYKU BUpYyca Ha TBOE YCTPOUCTBO;

3. Ilpm wucnoms3oBanuu Wi-Fi otkmoun ¢ynkuuio «O0mmii moctyn k (aiimam u
npunTepam». [laHHas (QyHKOMSA 3aKpbITa MO yYMOJNYAHHUIO, OJHAKO HEKOTOPBIE MOJIb30BATEIN
aKTUBUPYIOT €€ Ui y100CTBa NCIIOIb30BaHMs B paboTe nin yueoe;

4. He ucnons3zyil nyomuuneiii WI-FI nns mepenaum nMUHBIX AaHHBIX, HapUMeEp, s
BBIXOJIa B COLMAJIbHBIEC CETU WIH B 3JIEKTPOHHYIO II0UTY;

5. Ucnonp3yi TosibkO 3amuiineHHoe coeauHenue uepes HTTPS, a we HTTP, T.e. npu
Habope BeO-aapeca BBOIM UMEHHO «https://»;

6. B MmobunsaOM Tenedone otkmoun ¢pyHkuuio «lloakmrouenue k Wi-Fi aBromaTtuueckmn».
He nonyckaii aBToMaTn4eckoro NoJKI04eHns ycTpoicTBa K ceTssM Wi-Fi 6e3 TBoero cornacus.

CoumajibHble CeTH

ConmanpHble CETH aKTUBHO BXOJSAT B HAIly )KH3Hb, MHOTHE JIFOU PA0OTAIOT U KUBYT TaM
noctostHHO, a B Facebook yxe 3apeructpupoBaH MIJUIHApA YEIOBEK, YTO SBISETCS OJHOM
cebMOW BCEX JKUTeNeW IaHeThl. MHOTHE MONb30BaTeId HE MOHUMAIOT, YTO HHMOpMmawus,
pa3MelleHHasi UIMH B COLMAIBHBIX CETSIX, MOXKET OBITh Hai/leHa W MCMOJIb30BaHa KEM YTOJHO, B
TOM 4HCJIe HE 00s13aTeIbHO ¢ OJIaruMU HAMEPEHUSIMH.

OcHoOBHBIE COBETHI 10 0€30MMACHOCTH B COLHAJIbHBIX CETHAX:

1. Orpannup crnucok apy3ed. Y TeOs B APY3bsIX HE MOHKHO OBITh CIIy4alHBIX U
HE3HAKOMBIX JIHOJIeH;

2. 3amuimaid cBOK YacTHYIO >ku3Hb. He ykaspiBaill mapoisiu, tenedoHbl, ajapeca, AaTy
TBOETO POXICHHUA M IPYTYIO JHYHYI0 MHPOPMAIHIO. 3IOYMBIIIICHHUKH MOTYT HCIOJb30BAaTh
nake MH(pOpMAIMIO O TOM, KaK Thl U TBOM POJAUTEINN TUIAHUPYETE MPOBECTH KAHUKYIIBL;

3. 3ammmiail CBOIO pemyTaIuio - ACPKU €€ B YHCTOTE M 3ajaBail cebe BOIMpOC: XOTeN Obl
ThI, YTOOBI JIPyTUe MOJIb30BATENN BUJIEIH, YTO Thl 3arpyxaemb? [logymaii, mpexae 4emM 4To-TO
OIyOJIMKOBaTh, HAIUCATh U 3arPYy3UTh;

4. Ecnau Tl TOBOPHIIB C JIOABMH, KOTOPBIX HE 3HACIIH, HE UCTIONB3YH CBOE PEalbHOE MM
U IPYTYIO JIMYHYIO HH()OPMALIMK: UMSI, MECTO KUTEIBCTBA, MECTO yueObl U MTPOYEE;

5. U3berait pazmenienus ¢portorpaduii B IHTEpHETE, T/Ie THI M300paKE€H HA MECTHOCTH, 10
KOTOPOH MOXHO OTIPEIETUTH TBOE MECTOIIOJIOKECHHUE;

6. Ilpu perucTpanuu B COIMAIBHON CETH HEOOXOJUMO HCIOJB30BaTh CIOXKHBIE MapOJIH,
cocrosiue u3 OyKB U QP U C KOJTMYECTBOM 3HAKOB HE MEHEe §;




7. I[J'I}I COIIMAJIbHOM CCTU, IIOYTBI U APYIux CalTOB HCO6XOI[I/IMO HCIIOJIb30BAaTh PA3HBIC

napoiu. Torma ecnu TeOsi B3IOMAIOT, TO 3JIOYMBIIUICHHUKH TOJIYYaT JOCTYI TOJBKO K OJHOMY
MECTY, a HE BO BCE cpa3y.

DJIeKTPOHHBbIE JeHbI'T

DNEeKTPOHHBIE JEHBIM — 3TO OYEHb YNOOHBIN CHOCOO MiaTexeil, 0JJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPbIE XOTAT MOJIYyYUTh ITH I€HBIH.

DNEeKTPOHHbIE JIEHBI'M MOSBUIUCH COBCEM HEAAaBHO M MMEHHO M3-32 3TOI0 BO MHOTHX
roCcy/IapcTBax /10 CUX MOP HE MPOIMUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHM (QYHKIIMOHUPYIOT U O HUX YK€ MPOIKMCAHO B 3aKOHE, TJ€ UX Pa3elisioT
Ha HECKOJIbKO BUJIOB - aHOHUMHBIE 1 HE aHOHUMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemaercs MpOBOAUTH oOmepanud 0e3 uAeHTH(UKAIMM TOJB30BaTeNs, a B
HEaHOHUMHBIX UICHTU(DHUKAIINN TTOTB30BATENS SABISETCS 00I3aTEIbHOM.

Taxke crnenyer pa3nuyaTh AJIEKTPOHHBIE (UATHBIE NE€HbIH (paBHBI TOCYAApPCTBEHHBIM
BAIIOTaM) H 3JIEKTPOHHbBIE He(pHaTHBIEC ACHBIU (HE PABHBI TOCYAAPCTBEHHBIM BAIIIOTAM).

OcHoBHBIE COBETHI 10 0€30NaCHOI padoTe ¢ IJIEKTPOHHBIMH IeHbI AMU:

1. IlpuBsxku K cueTy MOOWIBHBIN TenedoH. DTo caMblii yAOOHBIH M OBICTPBIN CITOCOO
BOCCTAHOBHTH JOCTyNn K cueTy. llpuBs3aHHBI TenedoH NOMOXKET, eciu 3a0yAemb CBOU
TUIATEXKHBIN MapoJib WM 3aiIellb HA CAlT ¢ HE3HAKOMOTO YCTPONCTBA;

2. Ucnonb3yii onHopa3oBbie maponu. [lociie mepexosia Ha yCHICHHYIO aBTOpU3aliio Tede
y’K€ He OyJIeT yrpoXkaTh ONaCHOCTh KPa)kKH MJIU MEPEXBaTa MIaTEKHOTO MapoJis;

3. Boibepu cnosxHblil naposnb. [IpecTynHukaM OyaeT He IPOCTO yraJlaTh CIOXKHBIN MapoJib.
Hapnexxupie maposim — 3T0 maposin, KOTOphIe COep)KaT He MeHee § 3HAKOB M BKIIIOYAIOT B CeOs
CTPOYHBIE W TPONMHCHBIE OYKBBI, IU(PPHI M HECKOJIBKO CHMBOJOB, TaKM€ KakK 3HAK JoOJuIapa,
¢dbyHTa, BOCKIUIIATEebHBIN 3HaK U T.1. Hanpumep, StROng!;;

4. He BBOM CBOM JIMUHBIE JJAHHBIE HA caiiTaX, KOTOPHIM HE JOBEPSCIIb.

JJIEKTPOHHAS MOYTA

DNEKTpOHHAs MOYTa — 3TO TEXHOJOTUS U MPEJAOCTABIIIEMbIEC €10 YCIYTH 10 MEPECHUIKE U
MOJIYUYEHUIO AJIEKTPOHHBIX COOOIIEHUI, KOTOpbIE pPACIPENENSIOTCS B KOMIIBIOTEPHOM CeTH.
OO6b14HO AJEKTPOHHBIN MMOYTOBBIN ALIAK BBITJISIIAT CIEAYIOIIAM obpazom:
UMs_TIONB30BaTENSI(@WUMS_JIOMEHA. Takke KpoMe TMepefadyd IMPOCTOTO TEKCTa, HMEETCS
BO3MOXXHOCTb NlepeiaBaTh (Pailsbl.

OcHOBHBIE COBETHI 10 0€30MaCHO padoTe € IJIEKTPOHHOM MOYTOM:

1. Hamo BBIOpaTh mMpaBUIILHBIN MOYTOBBIM cepBHUC. B MHTEepHETE €CTh OTPOMHBIN BBHIOOD
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO Jy4llIe JOBEPSATh TEM, KOTO 3HACIIb U KTO MEPBbI B
pPEUTHUHTE;

2. He yka3piBail B JMYHOM MouTe JW4YHYIO uHpopmanuio. Hampumep, nmydine BbIOpaTh
«MY3bIKIBHBIN _(hanaT@» nnn «pokx2013» Bmecto «temal3»;

3. Wcnonb3yil IBYXATanmHyIO aBTOPHU3ALMI0. DTO KOT/Ia TOMUMO MapoJisi HY>KHO BBOJUTH
KO/, IPUCHITIaeMblii o SMS;

4. BpiOepu CHOXHBIA TApoib. (s KakIOro MOYTOBOTO SIIUKA JOJKEH OBITh CBOU
HAJICKHBIN, YCTOMYMBBIN K B3JIOMY 1apOJib;




5. Ecau ecTh BO3MOXHOCTh HAIlMCaThb CaMOMY CBOM JIMYHBIM BONPOC, HUCIOJB3YH ATy

BO3MOYHOCTb;

6. Hcrnonb3yil HECKOJIBKO IOYTOBBIX SIIUMKOB. [lepBbli i1 4YacCTHOM NEPENHUCKU C
aJpecaTaMu, KOTOPBIM Thl JIOBEpsCIIb. JTO 3JIEKTPOHHBIA aJpec HE HA/I0 MCHOJb30BaTh MpPU
peructpaiyu Ha popymax u cairax;

7. He oTkpsiBail ¢aiiibl U Ipyrue BIOKEHUS B MUChMaX JIa)ke €CJIM OHU MPUILIA OT TBOUX
npyseid. Jlydiie yTouHu y HUX, OTHPABIISLIN JIK OHU TeOe AT (ailiibr;

8. Ilocne okoH4YaHMsI pabOTHI HA MOYTOBOM CEpPBHCE NEPE] 3aKPHITUEM BKIIAJIKU C CAUTOM
He 3a0yap HaxaTh Ha «BBIATHY.

Ku0epOysiMHI WM BUPTYaJIbHOE U3/1€BATE/IbCTBO

KubepOymummar — mpecneoBaHne COOOMICHUSMH, COJEPXKAIIUMHU  OCKOPOJICHUS,
arpeccHio, 3alyruBaHue; XyJIUTaHCTBO; COIMaIbHOE OOMKOTUPOBAHME C MOMOUIBIO PA3IMYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI M0 00pb0e ¢ KHOEPOYNJIMHIOM:

1. He Opocaiics B 60it. Jlyummii cioco0: mMOCOBETOBAThCS KakK ceOsl BECTH W, €CIM HET
TOT0, K KOMY MOXXHO OOpaTUTbCS, TO BHaYalle YCIMOKOMThCS. Eciau Thl HauHelb OTBEYaTh
OCKOPOJIEHUSIMH Ha OCKOPOJICHHUS, TO TOIBKO €1ie OOJIbIIE Pa30Kellb KOH(IIUKT;

2. Yrpasisiii cBoelt kubeppenyTamueii;

3. AHoHUMHOCTb B ceTH MHHMMas. CyIIecTBYIOT CIOCOOBI BBISICHHUTb, KTO CTOHUT 3a
AHOHHMHBIM aKKayHTOM;

4. He cTrouT BecTH XyJIUTaHCKUN 00pa3 BUPTYyajdbHOU ku3HU. HTEepHET (UKCUpPYET Bce
TBOM JICUCTBUSI 1 COXpPaHSET UX. Y JAIUTh UX OyAeT KpaiiHe 3aTpyIHUTEILHO;

5. CoOnroaii CBOIO BUPTYaIBHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuyHblil HeratuB. OIHOPAa30BbIe OCKOPOUTENTBHBIE COOOIIECHHUS JIy4Ille
urHopupoBaTh. OOBIYHO arpeccusi MpeKpanaeTcs Ha Ha4yaabHOU CTaauu;

7. ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMU COOOILEHUSIMU, B COLIMATBHBIX
CETSX €CTh BOBMOXKHOCTh OJIOKMPOBKH OTIPABKU COOOIICHUI C ONPEICTICHHBIX aJI[PECOB;

8. Ecmm T1B1 cBumerens kubepOymimHra. TBOW JEWCTBUS: BBICTYNIUTH TMPOTHB
IIpecieoBaTelisd, MOKa3aTb €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO, IOAJEpP’KaTh
KEPTBY, KOTOPOW HYXHA IICHUXOJIOTUYECKass IIOMOIb, COOOIIHUTH B3pOCIHBIM O (akTe
arpecCUBHOTO MOBEAECHHUS B CETH.

MoOnibHbIN TesieoH

CoBpemeHHble CcMapTGOHBI M IUIAHLIETHI CcoAepKaT B ce0e BIIOJHE B3POCIBIN
GbyHKIIMOHAJ, ¥ TeTepb OHU MOT'YT KOHKYPHUPOBATh CO CTAlIMOHAPHBIMU KOMITbIOTepaMu. O THAKO,
CPEACTB 3alllUThl ISl MOAOOHBIX YCTPONCTB MOKa OYE€Hb Majo. TecTHpOBaHHE U TMOUCK
ySI3BUMOCTEN B HMX IPOMCXOJIUT HE TaK MHTEHCHBHO, Kak mida IIK, To ke camoe kacaercs u
MOOMIBHBIX TTPUIIOKEHUM.

CoBpemeHHBIE MOOWIIbHBIE Opay3epbl YXKe MPAaKTHUYECKH JOTHAIM HACTOJIBHBIE aHAJIOTH,
OJIHAKO pacliMpeHre (QYHKIMOHajJa BieYeT 3a co00il OONBIIYI0 CIOXKHOCTh M MEHBUIYIO
3aIMILIEHHOCTbD.

Jlanieko He Bce MPOU3BOAMTENHU BBIMYCKAIOT OOHOBJICHUS, 3aKPBIBAIOLINE KPUTHYECKUE
YSI3BUMOCTH JJIS1 CBOMX YCTPOUCTB.




OcHOBHBIE COBETHI sl 0€30NMACHOCTH MOOWIBHOTO TesedoHa:

1. Huuero He siBisieTcst mo-HacTosimeMy OecriaTHBIM. byab ocTopokeH, Benb Koraa tebe
npeaaraloT OecriaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKUE-TO MJIaTHbIE YCIIYTH;

2. llymaii, npexnae yem otnpaButh SMS, doro mnmm Bugeo. Tl TOYHO 3HaENb, T/I€ OHU
OyayT B KOHEUHOM HUTOTE?

3. HeoOxo1MMo OOHOBIIATH OMEPAIIMOHHYIO CUCTEMY TBOETO CMapTQOHa;

4. Ucrionb3yit aHTUBHPYCHBIC TTPOTPAMMBI JJII MOOWIIBHBIX TEIC(POHOB;

5. He 3arpyxail npuiaoKeHusi OT HEU3BECTHOIO WCTOYHUKA, BEb OHM MOTYT COJEpXKaTh
BPEJOHOCHOE MTPOrpaMMHOEe 00ecIieueHHE;

6. Ilocne TOoro xak Thl BBIWJEIIL C CaiTa, T/I€ BBOAWI JUYHYIO MH(OpMaIUIo, 3aiiu B
HACTpPOMKHU Opay3epa u yaanu cookies;

7. Ileprognyecku NpoBepsii, KAKKE IJIATHBIE YCIYTH AKTUBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBOI1 HOMEp MOOMIBFHOTO Tele(OoHa TOIBKO JIOSAM, KOTOPBIX ThI 3HACIIH M KOMY
JOBEPSICIIb;

9. Bluetooth momxeH ObITh BBIKITFOUEH, KOT/Ia THI UM HE MOJb3yenibes. He 3a0p1Baii nHOT 1A
IIPOBEPSTH ITO.

Online urpsl

CoBpeMeHHbIE OHJIAWH-UIPBl - 3TO KpacOuYHblE, 3aXBaThIBAIOIIHME pPA3BICUYCHUS,
00BEMHSIONINE COTHU THICSY YeJIOBEK MO BceMy MHUpY. Mrpoku ucciaeayroT AaHHBIA UM MUD,
oOLIat0TCS APYT € APYrOM, BBIITIOJIHSAIOT 3aJaHMs, CPAXKaOTCsA C MOHCTPAMU U IIOJy4aroT ONBIT. 3a
yII0BOJIbCTBHE OHU IUIATAT: MOKYMAIOT JMCK, OTUIAYUBAIOT a0OHEMEHT WJIHM MPUOOPETAIOT KaKHe-
TO OILIHH.

Bce »tm cpeactBa mayr Ha moaepKaHWE M PAa3sBUTHE MIPHL, a TaKXkKe Ha camy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMbl aBTOPU3AIMM, BBIMTYCKAIOTCS HOBBIE MaTYU
(undpoBbIe 3aIUIATKH JJIs1 IPOrPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1nonoOHbIX Urpax CTOUT OMAcaThCs HE CTOJBKO CBOMX CONEPHUKOB, CKOJIBKO KPaKU
TBOETO MapoJisi, HA KOTOPOM OCHOBaHA CUCTEMa aBTOPU3ALMU OOJIBIIMHCTBA UTP.

OcHOBHBIE COBETHI 110 0€30I1aCHOCTH UIPOBOI0 AKKAYHTA:

1. Ecnu apyroit urpok Bener cedsi IIOXO0 UM co37aeT Te0e HeNMpHUsSTHOCTU, 3a0J0KUpy
€ro B CIIMCKE UTPOKOB;

2. Iloxanyiicsd aAMUHHACTPATOPaM UIPbI HA IJIOXOE MOBEAEHUE ITOI0 UTPOKA, KEJIATEIbHO
IIPWIOXKUTh KaKUE-TO J0KAa3aTeJIbCTBA B BUJI€ CKPUHOB;

3. He yka3pIBait tnuayto nHGOpPMAIHIO B Ipodaiisie Urpsl;

4. YBaxail Apyrux y4aCTHUKOB I10 UTPE;

5. He ycTanaBnuBait HeoduIlMaabHbIE TATYU U MOJIBI;

6. Mcnionib3yii CI10KHBIE U Pa3HbIE MAPOJIU;

7. Jlaxxe BO Bpemsi WUrpbl HE CTOUT OTKJIHOYaTh aHTUBUpYC. [loka Tl urpaems, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

OUIIMHT WIH KPAaa JHYHBIX JAHHBIX

OObIYHOM Kpakel IeHer W JOKYMEHTOB CETOJHS YK€ HHKOrO HE YAWBHIIb, HO C
pPa3BUTUEM HHTEPHET-TEXHOJIOTMH  3JI0OYMBILIJICHHUKU I[EPEMECTUINCh B  UHTEPHET, U
IPOIOJDKAIOT 3aHUMATHCS WTIOOUMBIM» JIEJIOM.




Tak mosiBUiIach HOBas yrpo3a: HHTCPHCT-MOIICHHUYCCTBA HWIIA (1)I/IHII/IH1", TJIaBHad 1CJIb

KOTOPOTO COCTOMT B TOJYYEHHU KOH()HICHIHMATBHBIX JAHHBIX IOJIb30BATENICd — JIOTHHOB U
naposieii. Ha anrnmiickom si3bike phishing untaercs kak gumuHr (oT fishing — pbeiOHas 0B,
password — mapossb).

OcHoBHBIE COBETHI 10 00pb0e ¢ GPUINMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl oj103peBaeliib, 4TO TBOS aHKEeTa ObLIa B3JIOMaHa,
TO HEOOXOIMMO 3a0JIOKMPOBAThH €€ U COOOMIMTh aJIMUHICTPATOpaM pecypca 00 3TOM KaK MOKHO
CKopee;

2. Ucnonn3yit 6e3omacHble BeO-CallThl, B TOM YHCIIe, MHTEPHET-Mara3uHoOB U MOMCKOBBIX
CHCTEM;

3. Ucnonb3yil cioxHble U pa3Hble Mapoid. Takum oOpa3om, eciid TeOs B3JIOMAaIOT, TO
37I0YMBIIUIEHHUKHU TOJTYyYaT JOCTYI TOJBKO K OJJHOMY TBOEMY MPO(DUIIIO B CETH, a HE KO BCEM;

4. Ecniu Te0s1 B3710MaH, TO HEOOXOAUMO MPEAYNPEITUTh BCEX CBOMX 3HAKOMBIX, KOTOpPHIE
no0aBJieHbl y TeOsI B APY3bsIX, O TOM, YTO T€Os B3JIOMaJd U, BO3MOXKHO, OT TBOEro UMEHH OyneT
pacchUIaThCS CIIaM U CCHUIKH Ha (PMIIMHTOBBIE CAWTHI;

5. YcranoBu HanexHbii aposib (PIN) Ha MoOMIBHBIHN TenedoH;

6. OTKIIIOYM COXpaHEHHE MapoJisi B Opaysepe;

7. He oTkpeIBaii (aiiiel U Ipyrue BIOKEHHS B MUChMaxX Jake €CIIM OHU MPUIILIA OT TBOMX
npysei. Jlydlie yTouyHU y HUX, OTHPABIISUIN JIM OHU TeOe 3T (ailiibl.

u¢pposas penyranus

[MudpoBas penyrauus - 3TO HeraTWBHas WIM MO3UTHBHas MH(pOpMaLus B CETH O Teoe.
Komnpomerupyromass naopmanusi pa3MelieHHass B HHTEPHETE MOXKET CEPbe3HBIM 00pa3om
OTpa3uThCS Ha TBOEH peanbHOU xu3HU. «{udposas pemyranus» - 3T0 TBOH MMHUIK, KOTOPBIHA
dbopmupyetcs u3 uHbopmaIu o Tebe B MHTEPHETE.

TBoe mMecTo KuTENbCTBA, y4eObl, TBOE (PMHAHCOBOE IMOJIOKEHUE, OCOOCHHOCTH XapaKTepa
Y pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIUBACTCSI B CETH.

MHorue noJpoCTKU JIETKOMBICIIEHHO OTHOCSITCSI K IyOJMKalUM JUYHOM MH(pOpMalUU B
WNHTepHeTe, HE TOHUMAsi BO3MOXKHBIX MOCIEACTBUM. Thl ake HE CMOXKEIIb J0rafaTbCs O TOM,
yT0 oTorpadus, pazmMelieHHas 5 eT Ha3al, cTajla IPUYMHON OTKa3a MPUHSTH TeOsl Ha paboTy.

Kommenrtapun, pazMenieane TBoux Gororpaduii U Apyrue IeiCTBHS MOTYT HE HCUE3HYTh
Jla’Ke TMOCIIe TOT0, KaK Thl MX yJalHIIb. Thl HE 3HACIIb, KTO COXPAHMI 3Ty WH(POPMAIHIIO, ToTajia
JU OHA B IIOMCKOBBIE CHCTEMbl M COXPAaHWIACh JIM OHA, a IJaBHOE: YTO MOJYMAarT O Tebe
OKpY’Karolee JIOAHM, KOTOPble HaWAYT W yBUIAT 3T0. Hailtm mHpOpMaImo MHOTO JIET CIyCTs
CMOXeT JII000M - Kak M3 J00pbIX NOOYXACHHUH, TaK U C HaMEPEHHEM IPUYUHHUTH Bpel. ITO
MOJET OBbITh KTO YTOAHO.

OcHoBHbIE COBeTHI 10 3amuTe HUPPOBOIi pemyTanum:

1. Ilogymaii, mpexkae 4yem 4To-TO NyOJIMKOBaThb M IepenaBaTh y cebs B Osiore wiu B
COLIMAJILHOM CETH;

2. B Hactpoiikax mpo¢uiis yCTaHOBU OTPaHUYECHHS HA MPOCMOTP TBOErO MPOQWIS U €To
COJIEP>KMMOT0, CAEIIAl €ro TOJIBKO «JUIS ApYy3ei»;

3. He pasmemaii u He yka3biBail MH(OPMAINIO, KOTOPAsi MOXKET KOro-THO0 OCKOPOISATH
WK OOMKATb.




ABTOpCKOE IPaBo

CoBpeMeHHbIE CTYIEHTbI M UIKOJBHUKH - aKTUBHBIE TI0JIb30BAaTE€NU ILHU(PPOBOTroO
npocTpaHcTBa. OQHAKO [AlIeKO HE BCE 3HAIOT, YTO MOJB30BAaHHE MHOTMMH BO3MOKHOCTSIMHU
rndpoBoro Mupa TpedyeT cCOONIOACHHUS MPaB HA HHTEIUIEKTYalIbHYI0 COOCTBEHHOCTb.

TepMHUH «WHTEIEKTYyajdbHasi COOCTBEHHOCTH» OTHOCUTCA K pPa3IU4YHBIM TBOPEHHUSIM
YeJI0OBEUECKOTO yMa, HaYMHasi C HOBBIX M300pETEHUI M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTD
HAa TPOAYKTHl W YCIyrd, W 3aKaHuyuBasg KHUTramu, ¢QotorpadusiMu, KuHOUIBMAMU U
MY3bIKQTBHBIMU MTPOU3BEICHUSIMHU.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha WHTEIUICKTYaJIbHYIO COOCTBEHHOCTh Ha MPOU3BEICHHUS
HAYKH, JUTEPATYypbl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYIMAIOT B KAYECTBE FapaHTUU TOTO, YTO
MHTEJUIEKTYAIbHBIN/TBOPUYECKUNA TPYJ aBTOpa He OyneT HampacHBIM, JacT €My CIpaBeIJIMBbIC
BO3MOXHOCTHU 3apaboTaTh Ha pe3yjbTaTaXx CBOETO TPYAa, MOJYYUTh U3BECTHOCTh W MPU3HAHUE.
Hukrto Ge3 paspenieHus: aBTopa He MOKET BOCIIPOU3BOAUTH €r0 MPOU3BECHUE, PACIIPOCTPAHSTH,
myOMUYHO JIEMOHCTPUPOBATh, NPOJABaTh, HWMIIOPTHPOBATH, IYyCKaTh B MPOKAT, MyOIUIHO
UCTIOJIHATh, TOKA3bIBATH/UCIIONHATD B 3(pupe minn pazmemiats B IHTEpHETE.

Hcnonb30BaHue «IMMPATCKOTO» MPOTPAMMHOT0 00ECTICUSHUS MOXKET MPUBECTH KO MHOTUM
pHCKaM: OT TMOTepU JAaHHBIX K TBOMM aKKayHTaMm J0 OJIOKMPOBKH TBOETO YCTPOMCTBA, T
yCTaHOBJIEHA HeleraiabHas nmporpamMma. He cTout Taxke 3a0bIBaTh, YTO CYIIECTBYET JieTajlbHbIE U

OecIuTaTHBIC MPOTPAMMBI, KOTOPHIE MOXXHO HAWTH B CETH.

O nopraJjie CeTreBU4OK.pd

CereBHUOK.pp - TBOW TJIABHBIM COBETYMK B CETU. 31E€Ch Thl MOXENIb Y3HATH O
0€30MaCHOCTH B CETHU MOHATHBIM U JOCTYIMHBIM SI3bIKOM, a MPU BO3HUKHOBEHHH KPUTHUYECKOU
CUTyaIluu OOpaTHThCS 3a COBETOM. A TaKKe MPUHATH y4acTHEe B KOHKYpPCax M CTaTh CaMbIM
U(POBBIM IPaXKTaHUHOM !
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